
 

Abstract— The expansion of connected objects continues to create 

privacy issues for people and becomes a target for attacks on 

information systems. Faced with this threat, the security measures to 

adopt are still at the heart of the debate. They consist in providing 

better control of risks within information systems by answering certain 

issues that take into account availability, integrity, confidentiality and 

traceability. Many are still indifferent about the consequences this has 

on information systems. In this work we proposed to show on the one 

hand, the impact of connected objects on information systems and on 

the other hand proposed the security policy set for these objects. Thus, 

intrusion tests on connected objects are implemented in order to 

identify the vulnerabilities and the consequences of these on 

information systems. The connected objects studied in our case present 

vulnerabilities that are exploitable. These flaws impact the security of 

information systems. We then became interested in the security policy 

implemented to improve the security of connected objects. 
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I. INTRODUCTION 

To ensure the security of connected objects, attempts to 

attack objects must be detected and a plan put in place to reduce 

the risk of illegal intrusion into these objects. Indeed, the 

detection of attacks attempts consists of identifying and 

exploiting the specific vulnerabilities associated with each 

connected object, performing intrusion tests on the objects and 

finally taking control of the connected objects. Indeed, the 

intrusion risk reduction plan consists in showing the impact of 

object vulnerabilities and their level of insecurity on the one 

hand and on the other hand writing recommendations to 

improve the security of connected objects. In this article we will 

first present the different threats of connected objects, then we 

will discuss the intrusion tests carried out and the equipment 

used to perform these intrusion tests and finally finish with the 

discussion of the results from the tests of 'intrusion. 

II. OBJECTS CONNECTED TO THE NETWORKS 

The use of connected objects is becoming more and more 

essential. Connected objects are used for personal purposes or 

in a much larger context. We propose to make a case study on 

network cameras. 

A. How Network Cameras Work 

Network cameras capture data in the same way as a digital 

camera. A network camera has the ability to compress captured 

video and transmit it over the network. From an IP (Internet 

Protocol) x.y.z.w camera, you can see the viewing perimeter of 

the camera through a web browser directly on his computer or 
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on a smartphone in the network. We also have the option to 

access it over the internet because it already has the software 

and memory to run as a standalone device. We have found that 

network cameras can be implemented in three types of 

networks: 

- Wired Network: Connects the RJ45 port of network 

cameras to a LAN (Local Area Network) switch. Here the 

connectivity on a wired network offers security and maximum 

bandwidth 

  - Wireless Network: Connects network cameras that have a 

wireless option. However, there is a negotiation between the 

bandwidth and the security on the network. 

- Cellular network: Many network cameras are equipped 

with integrated cellular chips. Cellular networks offer slow 

bandwidth speeds, but much higher levels of security than 

wireless networks. 

Network cameras include many data transport protocols. 

TCP (Transmission Control Protocol) and UDP (User 

Datagram Protocol) are protocols used for sending data.  

B. Threats of network Cameras 

Threats can be internal or external to the system: 

- operational threats: they are linked to a state of the system 

at a given moment. They are the result of a software bug, an 

input filtering error, 

- Physical threats: They are related to hardware failures, fires 

or frequent power cuts. 

-the threats of human origin: They are directly associated 

with human errors, whether in the design of the system of 

network cameras.  

C. Challenges of Computer Security 

The basic idea of computer security is to provide a better 

control of risks within an information system that really weigh 

on users by answering certain issues that we present in four 

points: 

-Availability: Guarantee access to resources, when needed, 

to authorize users to access resources. 

-Integrity: Ensure that the data exchanged is accurate and 

complete. 

-Privacy: Ensure that only authorized users can access 

network data and resources. 

-Traceability: Logging and tracking actions and data 

processing to detect and, to the extent possible, prevent 

confidentiality, integrity or availability from being 

compromised. 
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III. MATERIALS USED AND INTRUSION TESTS 

A. Materials Used 

In this part we will detail the tools used and present the 

intrusion tests 

     A1.  Network Cameras 

     The network cameras used are for POE IP cameras. We 

have found that these cameras are targets for DDOS attacks by 

hackers. 

     A2.  Operating System 

     To conduct a penetration test, we have several tools. As 

part of our work, we opted for Kali Linux, a Debian-based 

GNU / Linux distribution. Kali-Linux is a specialized 

distribution in auditing and intrusion testing. It includes a set of 

necessary tools preinstalled for the realization of our work such 

as nmap, hydra, armitage, zenmap, metaspolit 

A3.   Programs 

Some programs have achieved our goals. Among these 

programs, we can retain: 

- Nmap: (Network Mapper) is an open source network 

exploration and security audit tool. Nmap is a port scanner. It is 

available for the most part on Linux operating systems in our 

case study. Nmap allows you to determine which hosts are 

active on a network, what services these hosts offer, what 

operating systems they use, what types of filtering devices are 

used, and other features. 

- Hydra: This is brute force password tool. It supports a large 

number of attack protocols: ftp, ftps, https [s] -head | get, http 

[s] -get | postform, http-proxy, smtp [s], smtp-enum, ssh, 

teamspeak, telnet [s]. Hydra is very fast and flexible, and new 

modules are easy to add. We used Hydra in this study to gain 

unauthorized access to our camera's web interface. 

Password dictionary 

A password dictionary is a set of collected potential 

passwords. Potential passwords are common words in a given 

language (French, English, and Spanish). In our context, we 

used a dictionary of enough passwords collected by ourselves. 

 

.  

Fig. 1  Password dictionary 

Indeed, we first wanted to use a fairly simple password 

dictionary before using a password dictionary complex enough 

to save time in case our target would be protected by the default 

passwords provided by the fora on the internet. There is enough 

password dictionary on the internet. 

B. Intrusion tests 

An intrusion test is a method of evaluating the security of a 

computer system or network by simulating malicious attackers 

or by malicious software. The intrusion test environment is 

defined as the space allowed to the attacker to perform the 

intrusion test. In our case study we worked in two different 

environments. 

1st test environment 

Our target camera is accessible at the 192.168.1.2 IP 

(Internet Protocol) address and that of the Pentester machine 

(an individual β that is responsible for monitoring the security 

of a system to prevent it from being hacked) accessible at 

192.168.1.4. We first performed a port scan on our target to 

determine open ports using the nmap Next command: 

 

 nmap -open 192.168.1.2        

 open: to list only the open ports on our target. 

 

 
Fig. 2 Services and related versions 

 

2nd test environment 

 

We also used nmap in this section: Nmap -sV -A 

10.32.18.0/24 

-sV: tests the open ports to determine the listening service 

and its version; 

-A: Enable operating system and version detection. 

 Here is the result in FIG.4 and FIG.5 respectively within the 

camera bearing the 10.32.18.66 and the one bearing the 

10.32.18.86 (these addresses were arbitrarily given to the 

cameras). 
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Fig. 3 Slowloris attack by DOS 

 
Fig. 4 Result of nmap on the 10.32.18.66 

 
Fig. 5  Result of nmap on the 10.32.18.86 

 

-Use of Hydra 

Through the web interface of our camera, we tried to crack 

the password of the associated service using a password 

dictionary. For this action, hydra is executed with the command 

below : 

 

Hydra -l admin -P password.txt -v -f 192.1681.2 http-get 

- l: allows to specify the login; 

- P: is used for the list of passwords; 

-v: is used for the verbose mode, it shows connection 

attempts-f: exit after obtaining a valid user name and password 

once; 

http-get is the method used. 

FIG.6 shows the result of the command used 

 
Fig. 6 Cracked password using hydra 

A valid login / password pair is therefore (admin, pass). Kali 

Linux has some password dictionaries located in / usr / share / 

word-lists. 

-Use of [CVE-2013-4975] [19], [20] CVE-2013-4975  is an 

exploit written in python allowing access to the login 

credentials of the administrator and possibly all users from the 

identifiers of an unprivileged account. In order to take 

cognizance of all users having access to the camera, we 

executed this exploit on our target. The execution of this exploit 

generates us a file (.txt) passed largely in argument. When we 

make a strings on the file, we obtain the possible list of all users 

with an account with privilege or not. FIG.7 shows the result. 

 
Fig. 7  Result of the execution of the cve-2013-4975 

 

Scenario of a denial of service attack 

We realized in this section a denial of service attack on our 

camera in local (1st Environment) .The attack is carried out 

with slowloris.pl , a script written in Perl. We first checked if 

the load balancing is used by our server as shown in Fig.8. Load 

balancing is usually done when a website receives a lot of 

incoming traffic. Load balancing activates the SYN-Cookies 

that help to get DDos  attacks. 
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Fig. 8 checking lbd on the camera 

We then launched our attack. 

 
Fig. 9 Attack by denie of service on the   camera 

-dns: Specify the IP address of the target or the domain 

name; 

-port: the open port on which the vulnerability is discovered; 

-timeout: the limit of execution time of the order; 

--num: the socket number. 

After a few moments, we remade that the web interface of 

our camera no longer responds. The attack is effective 

 
Fig. 10 Unreachable page following denial of service attack 

IV. DISCUSSIONS AND RECOMMANDATIONS OF SECURITY 

POLICY 

In this part, it is a question of presenting and analyzing the 

results after the implementation of the intrusion test. It is also 

devoted to a discussion and recommendations in terms of 

security policy. 

A. Results discussions 

Our study is based on several general observations made on 

the security of connected objects, particularly on network 

cameras. The research and the intrusion tests allowed us to 

discover vulnerabilities on our IP camera, the cameras we have 

targeted and cameras connected to the Internet. We exploited 

the identified vulnerabilities. The IP camera requires a weak 

password which allowed us to use our little password dictionary 

for brute force. The brute forcing allowed us to obtain the 

identifiers of a user. This information helped us to obtain the 

IDs of all camera users and also to access the camera via the 

Telnet service. With this service, we have control of the remote 

camera. We have access to the root of the operating system as if 

we were on our computer. This leaves us the choice of any 

malicious operation. For example, run a script that performs 

Pings in a continuous loop on the server. The denial of service 

attack on the IP camera makes the web service inaccessible for 

a moment. During this moment, any dangerous operation likely 

to be visualized by the camera will not be seen. This poses a 

problem of availability. The camera scans revealed that only 

http services are open and accessible. In http, the data is not 

encrypted. This poses a risk because with Wireshark we can use 

a free and free software for packet analysis, to recover the 

packets on the network in Promiscuous mode, in order to 

analyze them and thus obtain the login credentials to the web 

interface of the cameras and possibly other connected objects. 

A malicious individual who obtains this information may, 

however, modify them thus forcing the administrator to possess 

a reset to recover the default credentials and to possess the 

configuration again. The results of our study are satisfactory 

since we were able to identify and exploit the vulnerabilities 

identified on the various cameras that were the subject of our 

study. We have also been able to demonstrate the impact of 

vulnerabilities in an information system. 

B. Security Policy Recommendations 

We outline the recommendations that are proposed to 

improve the security of network cameras. The synthesis of 

these recommendations is based on the Integration Level, the 

Installation Level, the Storage Level, the Data Security Level, 

the Maintenance Level and the Information Level. 

V. CONCLUSION 

The security of an individual's privacy and information 

systems in the face of the popularization of connected objects, 

in particular network cameras, is not an unknown subject. More 

and more, attacks are multiplying against network cameras. For 

this purpose, the fact is regrettable. Network cameras are 

vulnerable because of the negligence of design security and 

their administration.  
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