
 

Abstract—Internet of Things (IoT) is a network of everyday devices 

connected to the internet and equipped with actuators, sensors, and 

software that enables them to send, receive, share, store and analyze 

the data. Recently, the devices became the main users of the IoT. As a 

result, the Device to device (D2D) communication is predicted to be a 

main component in the IoT ecosystem. In this type of communication, 

the devices communicate directly with each other without the need for 

a base station to organize the communication and they cooperate to 

share, collect, analyze and take an action based on the collected data. 

D2D communication proved its ability in improving the spectral 

efficiency, energy efficiency, and system throughput.  Unfortunately, 

the D2D communication IoT architecture has a lot of challenges such 

as the interference management, route discovery mechanism, the 

limited device’s resources, security and privacy, compatibility and 

integration management…etc that needs to be solved to provide a 

good quality of service (QoS). In our paper, we discuss the security as 

main challenge as well as the power efficiency related issues. We 

present the state of art contributions in the last few years to overcome 

the security challenges and discussed a few of them regarding the 

power efficiency to create an intelligent IoT environment that meets 

what the user needs.. 

 
Keywords—Internet of Things (IoT), D2D communication, 

security, power efficiency.  

I. INTRODUCTION 

More than 4 billion people worldwide are using the internet 

today to communicate, share knowledge, life experiences and 

entertainment through laptops, smartphones and smart devices 

[1]. Moreover, the number of devices connected to the internet 

is expected to reach 1.2 billion by the end of this year [2]. The 

internet of things (IoT) is simply the set of objects; the everyday 

objects, that are equipped with smart capabilities, used in every 

house in day-to-day life and connected to the internet such as 

smart-phones. The user here is the device itself; it gathers the 

data from other objects, stores it, share it with other objects, or 

process it to perform a specific task. The capabilities of such 

smart devices and the availability of the data gathered and 

shared makes it easy to deliver intelligent services that save time 

and effort and could be really profitable and beneficial in many 
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different aspects [3][4][5].  

IoT applications can be found everywhere and can be 

integrated with any aspect of our lives. It is applications are 

growing tremendously day-by-day. In industry, IoT is used for 

production control, remote cars monitoring systems, factories 

supplies tracking system, and energy management. In addition, 

developing smart homes that can save and control the energy 

consumption, manage home devices network, and maintain a 

safe environment is possible with the IoT. Safety and security 

applications using IoT includes assets tracking, monitoring 

infrastructures for emergency cases and monitoring dangerous 

chemical and electrical recourses use. Water and oil resources 

optimization, agriculture monitoring, Smart grids and more, are 

all IoT applications that are increasing in number and 

capabilities day-by-day [6] [7].  

Each IoT system architecture consists of sensors or actuators. 

The second architecture component is the internet gateway that 

receives the data and then forwards it through the used 

technology like Wi-Fi or else for further processing. After this 

IT, edge applications process the data to make it in the required 

form for storing it in the data center or the cloud [8].   

IoT technologies include radio frequency identification 

(RFID) that collects and process the data using radio waves. 

Wireless sensor networks (WSN) that are a collection of devices 

with each equipped with a sensor for monitoring a specific 

environment. Middleware, which is software, that acts as a 

bridge between an operating system or database and IoT 

applications. Cloud computing is also an IoT technology where 

you can access a set of resources that are expensive or hard to 

acquire locally which is needed in an IoT environment. And the 

last IoT technology is the applications that enable the 

communication between the IoT devices and humans [9]. 

Building an IoT system and the deployment of the 

pre-mentioned technologies has a lot of challenges. The absence 

of standardization is one of the main challenges. Security and 

privacy preservation is also a challenge because of the nature of 

devices and software used that might be untested as required to 

preserve the privacy of the transferred data. Managing the 

connections and guaranteeing the availability and reliability of 

connections and services provided by IoT must be studied and 

managed well. Another challenge is the compatibility and 

scalability of devices and infrastructures used. Maintaining a 

good level of performance and service needs to be managed as 

well [10] [11]. 

Device to device (D2D) communication in IoT has become 
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an area of interest in the last few years. This is because of the 

tremendous growth of smart devices connected to the internet. 

In such systems; two devices can connect fully with each other, 

gather, process and take an action based on the collected data 

without centralized control or human intervention. This can 

increase network efficiency, decrease power consumption, 

enable good traffic monitoring and a lot more. Accomplishing 

such connection has a lot of challenges regarding devices 

management, security and privacy management, routing 

management and other challenges that will be discussed later in 

details [12]. Our objective in this paper is to represent and 

discuss scientist’s latest contributions to enhance the security 

and power efficiency in device-to-device (D2D) communication 

in the IoT. 

This paper will be structured as follows: section 2 will clarify 

the concept of D2D communication in IoT, section 3 will 

represent the challenges that arise in D2D communication, 

section 4 will present the contributions in the literature in the 

latest few years to overcome the security and power efficiency 

problems, section 5 will present a discussion section about the 

study’s results and our opinion about it, section 6 will conclude 

the subject of the survey, and section 7 will include future work. 

II. D2D COMMUNICATION AND CHALLENGES IN IOT 

Device to device communication concept which means that 

two device in the network can communicate directly without the 

need for a base station to monitor the connection; when used in 

IoT ecosystem can enhance the spectrum use and energy 

consumption in the wireless networks. In addition to this, 

communication with a base station is no longer needed so this 

means less delay, which leads to a better quality of service [13]. 

Adapting a D2D communication in IoT has a lot of difficulties 

and challenges that need to be addressed before developing this 

network, those challenges will be discussed in details in the next 

section. 

In order to build a functional and successful IoT D2D 

communication infrastructure, a group of issues and challenges 

must be solved in order to achieve that. Those will be 

represented next.  

A. Interference Management 

The interference happens when there are many 

communicating devices at the same time using the same 

frequency band so one device is affected by the nearby devices 

and the signals interfere with each other inside the network, and 

this will affect the received power and it may distort the signals, 

which will eventually decrease the quality of service and 

degrade the network performance. A good communication 

mechanism should be developed to solve the interference 

problem [14] [15] [16].  

B. Devices Integration Management 

The regulations and protocols that are used to establish the 

connection between the various devices need to be carefully 

chosen to guarantee a good and reliable connection and a good 

quality of service in the network [14]. 

C. Route Discovery 

The link established between the devices to communicate 

needs to be established in an efficient way or the connection will 

not be done correctly which will lead to performance 

degradation  [15] [17].  

D. Security  

The information shared and transferred through the network 

may be hacked, distorted or missed which means that the need 

for privacy preservation and authentication management 

algorithms is a must in D2D communication. If the developer 

wants to deliver a good level of quality of service (QoS), his 

network must keep the user information safe, correct, and 

confidential [15] [18]. The types of attacks that may happen in 

D2D communication are the denial of service attack (DoS), 

Man in the middle, and a lot of other possible attacks [19] [20]. 

We decided as authors to make the security as the first class to 

discuss in our literature review. 

E. Resource Optimization 

Devices in the IoT network are of limited resources regarding 

power, energy, CPU, bandwidth, and memory. In the common 

design of IoT network where there is a base station and a limited 

spectrum in the network; the quality of service may degrade as 

the load on the BS increases, latency, and low coverage may 

happen also. The D2D design comes as a suggestion to solve 

this problem because the communication happens directly 

between the devices, but the limited resources of such devices is 

an issue and those resources need to be optimized in order to 

deliver a good QoS yet with an optimized recourses use [15]. In 

our study, we chose to talk slightly about the power efficiency as 

a second class. 

III.  LITERATURE REVIEW 

Jaehyu Kim et al. [21] proposed a new scheme that provides a 

secure connection between two devices in a long-range wide 

area network (LoRaWAN). For a long time, LoRaWan 

provided node-server communication links in the shape of a star 

topology. The authors exploited a late study that introduced the 

ability to create a device-to-device communication in such 

network with improved power use because of the direct D2D 

connection. They proposed a key-based approach with two new 

MAC request and answer messages. The secure request is sent 

from the base node to the network server, which in turn 

generates a connection channel and security parameters 

including a key, and sends it back to the base node. Again, the 

node generates a secure encryption key for the connection also. 

The destination node does the same, the four keys eventually are 

shared between the two nodes, and the secure 

encryption-decryption process begins. This method succeeds at 

securing a D2D connection in LoRaWAN but with a 5% 

increase in power use compared with the common used 

LoRaWAN connection technology. 

QianXu et al. [22] introduced a new secure relay transmission 

protocol in an IoT network where neither the number nor 

locations of eavesdroppers are known. The relay transmission 
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architecture is used. In addition to the sender and receiver 

devices, there is a relay device that is responsible for 

retransmitting the message in its way to the receiver. Their 

protocol is the first one to assume that the eavesdroppers are not 

known, and thus; the simulation mainly distributed the 

eavesdroppers randomly. The authors used 

randomize-and-forward exiting approach as an additional step 

to enhance the security; both the relay and the sender use two 

different codes to send the same message. The proposed 

approach achieved optimal power use and secrecy probability.   

Aleksandr Ometov et al. [23] introduced a trustworthy 

framework for the device-to-device communication in the IoT 

environment based on the social relationships between those 

devices or the relationships among their users. The proposed 

scheme suggests establishing a direct connection between the 

network devices when the service of connection is not available. 

The devices distributed over the network are divided into 

clusters based on the similarity properties between them, and 

each new device joins a specific cluster based on the degree of 

friendship it has with the different available clusters. The higher 

the value, the stronger the relationship of that device with the 

cluster. By comparing the performance of the simple D2D and 

the proposed social-aware proposed D2D connection; the 

percentage of served users increased by 20%, 30%, and 40% 

when the network coverage was 90%, 70%, and 50% 

respectively. 

Zhaoyue Zhang et al. [24] proposed a new algorithm to 

ensure trusted D2D communication based on RF fingerprint. 

The distributed nature of D2D connections and the absence of 

control increase the probability of attacks, while the limited 

computational abilities of connected devices, make it difficult to 

use advanced encryption schemes. For all of these reasons, the 

authors thought of a way that builds a trusted D2D connection 

based on a fingerprint for each device. Once the two devices are 

authorized after the detection of their fingerprints, a trusted 

connection starts between them. The simulation shows that 

when the signal to noise ratio is larger than 8, the FR fingerprint 

recognition is 100% which provides more secure D2D 

connection. 

Kecheng Liu et al. [25] studied the security of mobile 

device-to-device connection in the Android operating system. 

The authors stated the security issues in such networks and 

suggested a set of solutions to overcome these issues. They 

found that the majority of information shared across the mobile 

D2D network is not encrypted and can be hacked and 

eavesdropped. The other issue is that the structure of Android 

suffers from the problem of over-privileged apps that can access 

the Wi-Fi hotspot information including the password, which 

leads to an unsafe network. Lastly, the absence of a 

configuration that ensures the network is safe. The authors 

suggest that additional permission should be required from 

devices to access the mobile network. The other suggestion is to 

monitor the number of devices connected to the network to deal 

with undesired devices quickly. They also state that the main 

information of the mobile network should be encrypted to make 

it harder for the intruders to access the network.   

Mingjun Wang et al. [26] introduced two new protocols for 

secure device-to-device group communication. Most of the 

previous studies have introduced secure communication 

protocols between two devices only. The D2D group 

communication that is established for attaining a specific 

service connecting the devices together like chatting groups; 

introduces more complicated security threats. The first 

privacy-preserving protocol is called PPAKA-HMAC where a 

session connection key is established and combined with 

HMAC message and shared secretly between the devices of the 

group so the network is protected against external attacks. In 

addition to this, the user identification and authentication 

processes are anonymously done by the protocol; making it very 

hard to access the key information of the network. The reason 

for establishing the other protocol PPAKA-IBS is that the first 

one only protects from the external attacks and cannot deal with 

the internal attacks. This protocol is able to reveal the device 

that does not follow the rules of the protocol and analysis of its 

behavior because it is suspected to cause an internal attack. The 

communication overhead of the PPAKA-HMAC was 

(97*n^2+189n) while the PPAKA-IBS was (97*n^2+229n). 

Hui-Ming Wang et al. [27] proposed a new physical layer 

security scheme for the device-to-device (D2D) communication 

in random networks. The reason behind this study is that the 

available physical layer security approaches such as the 

multiple-antenna, for example, are not applicable in a D2D 

communication because the majority of devices in such cases 

are equipped with a single antenna. Another example is the 

cooperative approaches that are computationally demanding 

and cannot be applied in D2D environment where the devices 

are of limited resources such as memory and power. For the 

pre-mentioned reasons, there is a chance of attacks on the 

transmitted data. Latest studies introduced a full-duplex 

jamming receiver approach. The core idea of this approach is 

that the receiver of a specific message in the network transmits a 

jamming signal at the moment it receives the message. This 

signal is able to arouse the eavesdropper and prevents it from 

accessing the transmitted data. The researchers proposed a 

scheme of two receivers' switched full-duplex and half-duplex 

modes. The switching between the two modes is based on a 

threshold and the resources optimization is studied in both 

modes. The two modes proposed approach achieved a higher 

secrecy throughput than the single full-duplex mode or the 

single half-duplex mode. 

Aleksandr Ometov et al. [28] introduced a new security 

approach in a socially-aware device to device communications. 

The main idea behind this approach is that the devices 

connected to a network, socially connected based on specific 

criteria and in the case of an unavailable cellular network; the 

devices still can manage their secret network and accept a new 

trusted device to the network or rejecting an existing device 

when the cellular connection that manages the network is not 

available. This feature was not available before this study.  In 

order to establish this approach, they used 3GPP LTE (release 
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10) with some modifications regarding configurations and 

security parameters. On the other hand, the mobile 

device-to-device connection policies were modified in terms of 

firewalls and protection to allow the device's connection when 

the cellular connection is out of reach. As an initial step, each 

device in the network receives a number of secret and public 

keys as a certificate. At the devices group configuration step; the 

server of the network operates a series of steps to establish the 

group based on the secret IDs of the devices. A direct 

connection and information sharing can happen fully directly 

between devices without the server help, which reduces the 

latency in the proposed approach. This research introduces new 

chances for building secure social-aware networks with 

improved performance and computational efficiency. 

Aleksandr Ometov et al. [29] proposed a secure protocol for 

the delivery of secure data between the user and its wearable 

devices in the case of cellular connection absence. The 

connectivity between devices in this approach depends on the 

cluster the device resides in; which in the first place was 

constructed based on the social and spatial similarities of users 

and devices. After the clusters are formed and devices are 

distributed among them based on the social and spatial 

proximity; the secure connection can begin between the same 

cluster devices. Every device should request to join a group of 

devices, and after that, all the devices should reply with 

acceptance before a set of certificates are generated and 

distributed so that a direct link is created to transfer the data. 

The proposed protocol enhanced many performance 

measurements related to D2D communications and can be used 

efficiently in other D2D areas in the future.  

Mingjun Wang et al. [30] reviewed the device-to-device 

(D2D) application scenarios in terms of network equipment 

presence such as the base station; to an in-coverage scenario in 

which all the devices are located in the cellular network range 

and controlled by the network equipment and operators. The 

operator here is in charge of authenticating the devices and 

regularizing the connections. The other scenario is the 

relay-coverage where the devices that are outside the cellular 

network coverage rely on a device that is in the range to 

communicate with the network. The last scenario is the 

out-of-coverage in which there is no network coverage and the 

devices communicate directly with each other. In most of the 

cases, this scenario is used for emergency connections when the 

cellular network coverage is down.  They also discussed the 

security threats that arise in D2D networks such as 

Impersonation, fabrication and data distortion. The authors 

stated also the security requirements when establishing a D2D 

network, the available security schemes and their problems and 

suggested some research areas that have not been addressed 

until that moment regarding network roaming security issues 

and the absence of universal security D2D frameworks. Table 

(1) presents a comparison between the D2D security solutions 

presented in this survey.  

Zhenyu Zhou et al. [31] proposed a hybrid algorithm for 

resource allocation in D2D communications underlaying 

C-RAN based LTE-A networks to improve energy efficiency 

(EE) and ensure the quality of service (QoS) through joint 

channel selection and power allocation design. The hybrid 

algorithm consisting of distributed remote radio heads (RRHs) 

and centralized baseband unit (BBU) pool. The results appear in 

the simulation show that the algorithm achieved the proportion 

of the futility of "zero" almost and achieved better performance 

in energy efficiency and QoS requirement. 

 

Lingjun Puet al. [32] Proposed D2D Fogging novel network 

assisted D2D collaboration framework. The proposed D2D 

fogging can perform energy-efficient tasks for users at the 

network level through the sharing of computation resources and 

communications.  The results show that the algorithm not only 

achieves excellent performance but also adapts to different 

situations. 

Antonino Orsino et al. [33] present data collector scheme for 

the IoT in a Smart City scenario for energy efficient, based on 

network-assisted D2D communications under LTE-A networks. 

The author covers a lot of study cases and the comprehensive 

assessment of the performance evaluation in many scenarios 

Will testify the gains that can be achieved in terms of energy 

efficiency and resource utilization. Radio resource utilization 

and of energy efficiency used to evaluate the performance. 

Table (2) presents a comparison between D2D power efficiency 

solutions presented in this survey. 

IV. DISCUSSION 

After comparing and studying the various contributions that 

focus on solving D2D communication challenges related to 

security, we noticed that there is a tendency towards the 

social-aware solutions that focus on finding a common relation 

between the devices connected to the network or even the users 

of such devices, and exploiting this in building and maintaining 

a secure relationship, in addition to developing security 

schemes based on this relation. Additionally, in most of those 

contributions, there was always a tradeoff between the security 

and another factor such as power consumption, memory use, 

latency, and other factors. Regarding the power efficiency 

challenge, we noticed that there is a wide diversity in the 

proposed solutions and there is a tendency towards combining 

the different techniques as hybrid solutions to overcome the 

power efficiency challenge in D2D communication in the 

internet of things (IoT).    

V. CONCLUSION 

Device to device direct communication without a centralized 

control is a recent concept that is proving its ability in network 

resource’s optimization, decreasing latency, and improving the 

level of quality of service (QoS) in the network. Yet, developing 

such a way of communication holds many challenges. The main 

objective of this survey was to present the security and power 

efficiency as the main challenges and presenting the 

contributions in the literature to overcome those challenges. The 

results were very promising. 
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TABLE I: COMPARISON OF D2D SECURITY SOLUTIONS -PART1 

Ref. Year Objective Technique/s 

Employed 

[21] 2018 Secure D2D link 

establishment 

- SecureD2DReq and 

SeceureD2DAns messages 

- Shared cryptographic keys   

[22] 2016 Security 

enhancement with 

eavesdroppers with 

uncertain locations   

- Relay (sensor node) 

employment to retransmit 

secret messages  

- Different code books to 

retransmit the same secret 

message (RF strategy)  

[23] 2016 Secure social aware 

D2D connectivity  

- Devices clustering based on 

social relationships  

- Direct link establishment 

between cluster’s devices when 

no cellular conn.  

[24] 2018 Secure D2D link 

establishment based 

on RF fingerprint 

Hilbert transform and principal 

component analysis (PCA) used 

for RF fingerprint establishment 

[25] 2018 Security 

enhancement 

schemes in Android 

mobile networks  

Suggestions proposed: 

- Tracking the number of 

connected devices 

- Encrypting the network 

connection information  

[26] 2018 Secure protocols for 

secure D2D group 

communication  

- PPAKA-HMAC protocol  

- PPAKA-IBS protocol  

[27] 2018 Adaptive full-duplex 

jamming receiver for 

secureD2D links 

establishment  

- Jamming signal generation at 

the receiver’s side to arouse the 

eavesdropper and prevents it 

from accessing the transmitted 

data 

-  Two modes receiver (Full 

duplex and half duplex)   

[28] 2016 Secure social aware 

D2D connectivity 

- Modified 3GPP LTE (release 

10) 

- Devices votes to accept or 

reject a new device in the 

network social group   

[29] 2016 Security-centric 

framework for D2D 

connectivity based 

on spatial and Social 

relations 

New Communication protocol 

where: 

- Each cluster of devices has a 

certificate that is generated 

when the cluster is formed 

- Every device should request to 

join a group of devices 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
TABLE II: COMPARISON OF D2D SECURITY SOLUTIONS -PART2 

 
Ref. Security  

Requirements 

Results Achieved Network 

Type 

[21] - Mutual 

Authentication 

- Confidentiality  

- Message Integrity  

 

- Secure D2D communication  

- 4-5% increased power 

consumption compared with 

the basic D2D 

communication scheme  

LoRaWan 

[22] Not Mentioned - Enhanced secrecy throughput 

- Extended secure coverage area  

Networks 

with 5G 

technology  

[23] Not Mentioned - Security connection is 

delivered  

- Percentage of served users 

increased by 20% when the 

network coverage was 90%  

Cellular 

Networks 

[24] Not Mentioned Recognition rate of devices  is 

more than 90% under SNR=5dB  

Wireless 

Networks 

[25] Not Mentioned No mathematical results  Mobile 

Networks/ 

Android 

OS 

[26] - Authentication 

- Identity privacy 

preservation  

- Group 

communication 

security  

  

- PPAKA-IBS can establish 

secure D2D group 

communications by 

providing  better security 

than 

  PPAKA-HMAC in terms of       

  resisting internal attacks 

IoT 

networks 

[27] Not Mentioned - Increased secrecy throughput 

with budgets of transmit 

power and jamming power 

growth  

- Higher secrecy throughput 

than the single full-duplex 

mode or the single 

half-duplex mode 

 

Random 

Networks 

[28] Not Mentioned In unreliable cellular 

connectivity; adding anew user 

takes less than 120 ms on 

average, whereas excluding a 

user may consume up to 5 s in the 

worst 

case 

Cellular 

Networks  

[29] Not Mentioned Average user relevant throughput 

increased by 2.5% compared 

with the standard security 

approach  

 

Networks 

with 5G 

technology 
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